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Abstract: The Internet of Things (IoT) has realised the fourth industrial revolution concept; however,
its applications in the manufacturing industry are relatively sparse and primarily investigated
without contextual peculiarities. Our research undertakes an intricate critical review to investigate
significant aspects of IoT applications in the manufacturing Industry 4.0 perspective to address this
gap. We adopt a systematic literature review approach by Denyer and Tranfield (2009) to carry
out critical analyses that help develop future research domains based on empirical studies. We
describe key knowledge gaps in the existing literature and empirical studies by exploring the main
contribution categories and finding six critical differences between traditional and manufacturing
Industry 4.0 and 10 enablers and 11 challenges of IoT applications. Finally, an agenda for future
research is proposed with 11 research domains to focus on the recognised gaps.
Keywords: IoT; systematic review; Industry 4.0; smart factory; drivers and challenges of IoT
1. Introduction
The Internet of Things (IoT) connects the physical and digital worlds to improve ser-
vices, for example, easing traffic congestion, enhancing healthcare and improving the speed
of customer service by faster communication and better analytics [1,2]. The manufacturing
industry embracing emerging technologies such as wireless sensors, cloud computing,
embedded systems, and big data has given rise to a fourth industrial revolution called In-
dustry 4.0 [3]. This industrial revolution has enabled a technologically enhanced globalised
world where advanced technologies can directly control the manufacturing industry’s
machines, services, factories and infrastructure [4] and influence intelligent procedural
and strategic decisions [5]. Globalisation, changing customer demands and evolutions in
information and communication technology (ICT) are acknowledged as the key drivers [6],
causing reforms in service industries and manufacturing operational strategies [1,7,8].
Consequently, it enables various industries to be more efficient and flexible, increasing
productivity and yield [7]. Similarly, manufacturing companies must continuously develop
their production systems and adapt to fluctuating market demands, customer requirements
and supply conditions to remain competitive in a globalised environment [8,9]. Thus, it
significantly impacts the market and manufacturing industry while affecting the products’
whole life cycles.
The empirical research reported that many firms had not identified the complex char-
acteristics of Industry 4.0, therefore having uncertainties regarding what it represents
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for them [10–12]. Some researchers [13–16] state the perks of IoT in the manufacturing
industry, including enhanced proficiency, increased energy and transport efficiency and
greater control and auditing in manufacturing and supply processes, with the likeliness of
a great increase in value to industry and global economy. Technological advancements and
innovations in business models impact the manufacturing industry’s firm performance and
long-term sustainability [17,18]. Therefore, manufacturers need to adopt IoT [19–22] to re-
main competitive in a hypercompetitive market. However, others [19,23,24] are concerned
about IoT adoption and associated security and privacy risks for businesses and customers.
Several studies have been conducted to assess the impact of IoT on various areas such
as sustainability, product development, organisational structure, strategic management
and lean manufacturing [20,21]. Most of this investigation emphasises the IoT influences
and threats associated with connectivity, tracking, flexibility, transparency, information
sharing and traceability within Industry 4.0 [17]. Though widespread research has been
done covering these domains, it was revealed that investigation on the impact of IoT on
the manufacturing industry in Industry 4.0 is minimal.
Furthermore, an important yet underexplored problem is the valuation and measure-
ment of IoT impact on manufacturing; this requires consideration from theoretical and
practical perspectives [22,25–27]. To address these critical knowledge gaps, this research
adopts the robust and organised methodology proposed by [28] by carrying out a sys-
tematic review of the IoT literature. This paper intends to conduct a systematic review,
presenting a comprehensive analysis of the impact of IoT on manufacturing Industry 4.0
in the peer-reviewed literature. Our contribution here is to synthesise the inconsistent and
disintegrated literature, develop a contextual framework and recognise knowledge gaps for
future research that will help enhance the knowledge of the phenomenon in Industry 4.0.
The above discussion reveals that various authors have conducted literature reviews
on IoT and Industry 4.0 at multiple stages over the last ten years. However, there is a paucity
in thoroughness and rigour within narrative literature reviews [29]. On the other hand,
evidence-based reviews provide a thorough and transparent result as they give numerous
viewpoints to the literature. An example of an evidence-based literature survey is the
systematic review approach [29,30]. This paper follows the SLR approach adopted by [28].
Section 2 of this paper presents Industry 4.0, followed by the methodology used in this
systematic literature review. This will also include details about the article selection process
following inclusion/exclusion criteria and analysis of the selected literature. Section 3
highlights key findings and potential implications. Finally, this paper concludes with the
key findings, suggestions for managers and paths for further research investigation.
Industry 4.0
The term “Industry 4.0”, devised in 2011, in Germany, to label the strategic industrial
policies within the country, endorsed the computerisation of manufacturing [31]. The
German government instantly recognised the potential of Industry 4.0, which is also being
adopted now at a global level, representing autonomous manufacturing processes through
devices and machines that converse with each other through digital interconnectivity [32,33].
Even though some of the Industry 4.0 technologies (such as IoT) are already in practice,
Industry 4.0 has served as the future of manufacturing and has been an active research
domain for almost an era.
Implementation of IoT has enabled the manufacturers to embrace digital transforma-
tions from multiple contexts such as customer focus, efficient productivity, automation,
competitive advantages and speedy returns [1,34,35]. High-speed and low-cost electronic
circuits, swift signal processing methods and innovative advances in manufacturing tech-
nologies have marked the rapid evolution in industrial processes [36,37]. Similarly, the
number of sensor systems used and the diversity of their applications are increasing contin-
uously. These technologically enhanced sensors and devices can converse and collaborate
via the internet and perform remote monitoring and control [28,38]. The characteristic
requirements of IoT devices, such as small dimensions and narrow bandwidth, show the
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distinct properties that the sensors must possess, the most important of which is minia-
turisation [33,39]. The vast adoption of computer numerical control (CNC) and industrial
automatons has facilitated resilience in manufacturing systems [34,35,40]. In contrast,
computer-aided design (CAD) and computer-aided process planning (CAPP) have resulted
in computer-integrated helpful manufacturing [24,41]. Such machine-to-machine (M2M)
or human-machine interactions generate vast amounts of data that businesses can utilise
for effective performance [42–44].
Such a huge volume of data comes with the responsibility of analysing and utilising it
so that IoT networks can operate accurately [45]. The networks create unnecessary data, so
organisations use analytics tools vital for the business [46]. Industry 4.0, originator of smart
factories [47–50], allows the use of innumerable radical technologies that include cloud
computing, big data analytics, artificial intelligence, 3D printing and advanced robotics [51].
Big data analytics transform gathered data into actionable data that can optimise processes
and play a critical role in many manufacturing operations, such as predictive maintenance
and asset management [36,52]. WSANs can operate in environments that enable them
to perform more complex activities by executing self-awareness and self-configuration
mechanisms [42,53]. Many manufacturers use IoT-based predictive maintenance to monitor
the health of spindles to avoid breaking and extensive repairs [54,55]. For example, damage
can be predicted by adopting an IoT-based predictive maintenance solution that will
collect data from multiple sensors attached to machines and analyse the collected data,
therefore helping to identify fragile parts before they break [2,56]. Factories become highly
receptive and prognostic by learning and modifying from real-time information that helps
to elude downtime and other likely disasters in the operational processes. Such intelligent
factories are known as smart factories [47,57]. With IoT, the factories can develop actionable
insight over the data generated from production processes, maintenance schedules and
surrounding environments [58].
2. Research Methodology and Data Characteristics
The systematic literature review (SLR) method was followed to find and analyse IoT
and Industry 4.0 literature. SLR is an evidence-based methodology that helps classify, select
and investigate the pertinent data to deliver in-depth knowledge of information already
acknowledged and prospective gaps for future research [30]. Its fundamental principles of
transparency and inclusivity enable researchers to have an objective overview of the findings
and lessen bias and error issues [30,59]. We used a five-phase process in our SLR method.
Figure 1 presents the steps in this SLR on the impact of IoT on manufacturing Industry 4.0.
Figure 1. Systematic literature review steps.
The first phase of an SLR involves determining the scope of the research along with
the aims. The main objectives of this SLR are twofold: firstly, identifying critical changes in
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traditional manufacturing systems because of Industry 4.0; secondly, recognising the key
drivers and challenges of IoT in the context of the manufacturing industry. The primary
domain of our research is the use of IoT in the manufacturing industry and its drivers
and barriers.
The second phase involved finding the keywords concerning the objectives and
research domains to position this study suitably. Twenty-three keywords were identified
after conducting comprehensive multifold brainstorming sessions amongst the authors.
Using Boolean logic, the keywords were fixed by combining them into a series of search
strings to enhance creditability, for instance, “IoT AND/OR Manufacturing Industry”,
“Industry 4.0 AND/OR IoT” and “IoT AND/OR Manufacturing AND/OR Industry 4.0”.
Nine relevant search strings were identified using TITLE-ABS-KEY, Limit-to-Language-
ENGLISH and finalised after continuous refining, which was used to search secondary
data (Table 1).
Table 1. Keywords and search strings.
ID Query WoS EI SD Wiley Taylor & Francis
1 IoT AND Industry 4.0 * 56 49 23 20 4
2 manufacturing AND industry AND Industry 4.0 * 45 39 14 25 9
3 manufacturing AND industry AND IoT * 34 39 14 17 7
4 manufacturing AND industry AND 4.0 * 28 27 5 10 7
5 manufacturing AND industry AND digital * 16 15 5 2 0
6 drivers AND Industry 4.0 AND manufacturingAND industry * 10 10 13 8 1
7 opportunities AND Industry 4.0 ANDmanufacturing AND industry * 10 6 6 1 3
8 challenges AND Industry 4.0 AND manufacturingAND industry * 6 5 7 0 4
9 barriers AND Industry 4.0 AND manufacturingAND industry * 8 2 1 1 0
Total 213 192 88 84 35
* TITLE-ABS-KEY; Limit-to-Language-ENGLISH.
The third phase included selecting the most significant databases and stipulating
the time span for the publications. We used five academic databases, Emerald Insight,
Taylor and Francis, ScienceDirect, Wiley and Web of Science. These databases provided
full-length abstracts within peer-reviewed, high-quality journal articles [59], thus enabling
us to find high-quality papers that are easy to manage and analyse. Our initial analysis of
these databases suggested that publication numbers on IoT applications and the use of IoT
have seen an increased interest of academics and practitioners alike since 2005 [12,25,26,60].
Therefore, the time span of our research was specified for 11 years, 2009 to 2020, which saw
significant interest in research on IoT and Industry 4.0.
The fourth phase was concerned with ensuring the quality of our search process. A
robust search process was carried out to ensure data validity and reliability. For example,
we followed the inclusion/exclusion criterion provided by [61] for our data search and to
shortlist and finalise papers for this research:
• Empirical journal articles in the discipline of business management.
• Multidisciplinary empirical journal articles on IoT and Industry 4.0.
• Papers from peer-reviewed journals in English.
• Industry magazine papers, white papers and personal blogs were disqualified.
• Papers with at least one keyword in the title or abstract were selected to ensure relevance.
• To be sure of the empirical relevance, all the articles were read completely.
• Duplicates and out of specified period papers were excluded.
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We also applied quality attributes (QAs), a sequence of checklist questions and fi-
nalised our papers for analysis. QA questions were as follows: Does the selected paper
discuss any IoT applications (QA1)? Does the selected paper relate to Industry 4.0 (QA2)?
Does it discuss the drivers and challenges of IoT applications (QA3)? Does the selected
paper have findings or results that are relevant to our research domain (QA4)? All the
authors were engaged in this process to crosscheck the quality attributes in our finalised
papers. This robust process helped us remove any possible subjective biases, ensuring the
validity and reliability of our selection process and enhancing the overall quality of our
finalised papers.
Using keywords that we designed based on brainstorming sessions, our initial elec-
tronic search enabled us to find 612 papers from five databases. The refined keywords,
using Boolean logic, further reduced papers to 503. This was followed by applying inclu-
sion/exclusion criteria (as mentioned in phase 4 of SLR) and quality attributes (above),
resulting in 108 final papers for this review. Finally, we ensured empirical relevance by
reading finalised papers in their entirety. Figure 2 highlights our search process and quality
criteria to determine the most important papers for this research. The yearly publication
numbers of our finalised papers are shown in Figure 3. IoT and I4.0 have grabbed the
attention of academics since 2005, with a consistent increase in publications in later years.
It is revealed that most of the research on IoT-related concepts was carried out in 2016,
whereas 2019 saw a hike in I4.0 publications. This shows that academics have recently
found interest in analysing the domains surrounding IoT and I4.0.
Figure 2. Shortlisting papers based upon inclusion and exclusion criteria and quality attributes.
Figure 3. Yearly number of published papers on IoT and manufacturing Industry 4.0.
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With the help of VOSviewer, which aids researchers in producing, envisioning and
discovering maps based on network data, a network map of country coauthorship was
created (Figure 4). In Figure 4, clusters are formed by the frequency of occurrence. In
contrast, the circle’s dimension indicates the number of publications, with the thickness
of the line representing collaboration size. It has been revealed that two clusters formed
of eight countries contribute to the most extensive set of connections by collaborating in
more than five publications. In addition, China showed the most substantial collaboration
with other countries, including the United States and the United Kingdom, followed by the
United Kingdom, the United States and India. Moreover, Figure 4 reveals that the most
recent collaborations were done in Italy, Brazil and India. Using VOSviewer, a network
visualisation of keyword co-occurrence was created (Figure 5). Based on the criteria that a
keyword should appear in a minimum of five papers to be analysed, it was revealed that
100 out of 108 papers fit into the criteria. Therefore, the analysis generated nine clusters
with 800 links and a total link strength of 323.
Figure 4. Network visualisation map of country coauthorship.
Figure 5. Keyword network visualisation map based on co-occurrence.
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Furthermore, it was found that Industry 4.0 had the highest word frequency due to
the most substantial link strength with other words such as IoT, supply chain management,
smart factory and manufacturing. In addition, the most recent studies focused on keywords
such as smart factory, digital twin, IoT, supply chain and sustainability. This indicates a
rapid growth in studies conducted using the keywords mentioned above.
The selected studies were based on several domains related to IoT and its applica-
tions in the manufacturing Industry 4.0. These domains were informed by our research
objectives, inclusion and exclusion criteria and quality attributes. Many publications were
found in IoT applications, followed by Industry 4.0 and IoT challenges, IoT drivers and
interaction between humans and machines (Figure 6). Our finalised papers presented us
with two unique features. First, Figure 6 represents the most critical domains in the extant
empirical research, focused on by the developed or technically developed countries in their
investigations. Second, the most prominent methods of study were reviews and concep-
tual framework developments. This could be attributed to the newness of the discipline
and the conceptual understanding of multiple issues in the domain [62]. Figure 7 shows
investigation methods applied in our finalised papers. Table 2 shows general information
about the key papers in our research domain.
Figure 6. Important domains in the extant research.
Figure 7. Distribution by nature of investigation.
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Table 2. Key papers in our research domain.
Title Authors Year Journal Type ofStudy Geo. Area
“Internet of things and supply chain management:
A literature review” [63] 2019 IJPR Review UAE
“A review of Industry 4.0 in supply chain
management studies” [25] 2019 JMTM Review India
“Industry 4.0 technologies: Implementation patterns in





“Barriers to the adoption of Industry 4.0 technologies in
the manufacturing sector” [65] 2019 IJPE Review India
“The advantages of Industry 4.0 applications for







“The evolution and future of manufacturing: A review” [66] 2016 JMS Review Canada
“Industry 4.0 and the current status as well as
prospects on logistics” [67] 2017 CI Review Switzerland
“Past, present and future of Industry 4.0—A systematic
literature review and research agenda proposal” [15] 2017 IJPR Review China
“Industry 4.0: A survey on technologies, applications
and open research issues” [16] 2017 JIII Review China
“A review of the internet of things embedded
sustainable supply chain for Industry 4.0 requirements” [20] 2019 CIE Review India
“The industrial internet of things (IoT):
An analysis framework” [68] 2018 CI Review UK
“Digital Supply Chain: Literature review and a
proposed framework for future research” [60] 2018 CI Review Turkey
“A critical investigation of Industry 4.0 in
manufacturing: theoretical operationalisation
framework”
[47] 2018 PPC Review UAE
“Literature review of Industry 4.0 and
related technologies” [61] 2020 JIM Review Turkey
“The expected contribution of Industry 4.0 technologies





The coauthorship network analysis revealed that the collaboration among the re-
searchers was scattered and dispersed, forming 15 clusters (Figure 8). In addition, the
disconnected clusters indicated that the research collaboration within the context of IoT
and I4.0 is not well established. This specifies the need to have well-established and collab-
orative research within the topic under study. It was also found that recent studies within
this domain are limited, which is indicated by small-sized clusters.
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Figure 8. Network visualisation depicting coauthorship.
3. Findings
3.1. Conceptualisation of IoT in I4.0
With the rapid growth in miniature embedded systems and the increasing significance
of pervasive computing, the next-generation industrial ecosystems have come to rise with
the ability to adopt low-power interconnected devices for control and monitoring func-
tions [66,70]. Modern electronics and wireless data communication systems leverage these
systems [71–73]. The complexity of manufacturing systems allows numerous IoT applica-
tions in these processes [11,15]. The empirical research has reported three main areas of
IoT application. First, in manufacturing operations, several elements are included: monitor-
ing, human-machine interaction, asset management, planning, performance optimisation,
intelligent manufacturing and end-to-end transparency in operations [18,74,75]. Second, in
production asset management and maintenance, elements such as production resource tracking
and monitoring—from the site of the assets to the checking of parameters such as quality,
efficiency and possible damage or failures—make up the maintenance and production
resource management in manufacturing industries [53,76–78]. Third, field service includes
installing, repairing and maintaining industrial equipment [76,79].
Rapidly changing digital technologies are, both in scope and magnitude, shifting the
world towards more connected processes, consequently influencing the business man-
agement approaches [80]. Advanced real-time ICT skills allow information to be easily
accessible across various industries, thus decreasing lead times and increasing respon-
siveness [81]. With IoT, factories can communicate production processes, maintenance
schedules and surrounding environments [61,82]. The adaption of IoT makes the manu-
facturing process increasingly intelligent and dynamic, creating an environment where
automation and self-optimisation can aid the machinery and equipment to enhance man-
ufacturing processes [62]. Powered by connectivity and sensors, IoT helps the factories
generate useable, real-time data insights related to the physical things in both the factory
and the supply chain. When combined with data analytics, new technologies and faster
networks, these data enable the manufacturers to maintain their assets better and boost
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production efficiency [61]. IoT allows manufacturers to enhance efficiency and productiv-
ity and produce tremendous data to facilitate procedural and strategic decision-making,
thus giving rise to smart factories [83]. Table 3 provides key elements of IoT for a better
conceptual understanding of it.






















[63] x x x
[61] x x x
[84] x x
[12] x x
[2] x x x
[46] x x x x
[85] x x x x
[68] x x x
[74] x x x
[67] x x
[75] x x x
3.2. Traditional vs Smart Factory
IoT implementation in manufacturing processes has set a deviation from a centralised
factory structure to a decentralised system [18,69]. This technology allows industries
and machines to use self-optimisation and reconfiguration abilities to acclimatise their
behaviour to alterations in missions and operative conditions [15,77]. The ability to collect
valuable data is the core of smart factories [61,78]. Motors, robotics and intelligent sensors
are included in this technology which is engaged in the assembly lines and production of
the manufacturing industry [61,86].
The smart factory upsurges to an interconnected and resilient system from classic
automation and institutes a persistent data stream from linked production systems and
operations to learn and acclimatise to changing demands [1,44,87]. Data from human, phys-
ical and operational assets are assimilated to drive maintenance, digitisation of operations,
manufacturing, inventory tracking and other activities in manufacturing systems [17,88,89].
The main aim of smart factories is to use appropriate engineering procedures and in-
telligent production systems for the prosperous and unified enactment of production
facilities [8,90,91]. The endorsement of a smart factory can help change the intercommuni-
cation of engineered systems in the same way as the internet has changed the way people
communicate with each other [66].
The extant empirical research has divided the smart factories into three compo-
nents [92]. The web information is used to perform with high efficiency, agility and
flexibility and use different levels of understanding to bring transparency to the factory.
Firstly, real-time data and information from several components such as sensors are used by
machines to achieve self-awareness and self-comparison [93,94]. This self-awareness, also
known as predictive maintenance, enables the machines to evaluate their work and analyse
any malfunctioning components [78,95]. Consequently, the machine can prevent possible
failures and predict risks associated with the final product. Secondly, smart machines can
examine their performance and efficiency with other machines by sharing information
through cyberspace [72,96,97]. This self-comparison of the machine allows it to adapt its
settings and efficiency according to the knowledge collected from information sharing. At
this point, the manufacturing system can customise individual machines’ performance
based on self-comparison [34,75]. Finally, as a result, the production system can change its
configurations to modify the position of all the machines involved in the manufacture of
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every single product. This guarantees good-quality products with optimum operational
costs [42,98]. Figure 9 shows a comparison of the traditional factory and smart factory.
Figure 9. Comparison of traditional and smart factories.
A smart factory revolves around key features that play an essential role in enabling
a more productive system, reducing assembly downtime and anticipating and adapting
to changes in a broader network [1,15]. These features allow the manufacturers to have
enhanced visibility throughout their assets and enable them to go through the challenges
encountered by factory systems [62]. Consequently, enhanced productivity, efficiency and
greater receptivity to changes in supplier and customer demands can be met easily [1,99].
• Connectivity and Optimisation: The interconnected nature of a smart factory is the
most crucial source of value. In a connected smart factory, assets integrated with
WSNs constantly take data sets from sources, ensuring that the data reflect current
conditions [66,100]. A comprehensive view of supply chain processes can be gained
due to incorporating data from business systems, driving overall supply network
efficiency [54,101]. Similarly, reduced manual intervention and enhanced reliability are
achieved with an optimised smart factory [102]. The automated workflows improved
tracking, and efficient energy results allow the smart factory to enhance yield, uptime,
and quality and reduce costs and wastage [70].
• Agility and Proactivity: The agility and flexibility of a smart factory enable the or-
ganisation to readjust to schedule and product modifications with as little human
intervention as possible [22,34,97].
Self-configure and self-awareness abilities are also a part of advanced smart factories.
The system can identify equipment and workflow and obtain the outcome of those adjust-
ments in real-time [15]. Agility can enhance uptime and value by reducing changeovers
as a result of product changes, increasing accuracy [77]. Similarly, machines and tools are
maximised by continuously running the machines until they fail [71].
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A proactive system identifies irregularities, helps restock inventory and identifies and
addresses issues in quality while monitoring safety and maintenance concerns [61]. As a
result, employees and systems can predict and react before the problems occur rather than
acting on them after their occurrences [103,104]. This proactive ability of smart factories can
improve uptime, output and quality while preventing security concerns [66,88]. Figure 10
depicts an IoT-based smart factory system.
Figure 10. IoT-based smart factory (Reprinted with permission from [30]. Copyright 2020 Kalsoom et al.).
3.3. Application of Modern Technologies
Smart factories have successfully implemented several RFID applications, besides
sensors [46,87]. This technology is vital to enhance several factory automation procedures
ranging from automatic identification of items, instruments and other tools used in a
factory to inbound/outbound management of these tools [8,14]. The original purpose of
developing this technology was to track and identify items in retail and logistics [40,75].
However, it has been implemented for manufacturing applications, including supply chain,
logistics and other commercially available systems [18,101]. In addition to RFID, cloud
computing is another core technology adopted in smart factories. On-demand self-service
features in cloud computing are essential for enterprises to reduce costs, provide flexibility
to the system and grow in revenue and effectiveness [12,48].
The cloud bids a resilient solution for computing ability and storage that can be
improved on-demand [73,76]. The vast amount of data generated can be transported
to the cloud via cyberspace during operations, where data can be transmitted to the
processes [89]. As a result, system management and optimisation, including supervision
and control, can be supported by big data analytics [60,67]. The extant empirical research
has reported implementing the smart factory concept in the electronics industry using
three-dimensional scanners, IoT technologies, fully automated production and integrated
machine control [46,50,105]. As a result of this implementation, the company benefitted
from reduced lead time for consumers and overall expenses and improved production
capacity by 25%, including 50% fewer faulty products [42,90,106].
The WSNs, especially sensors, allow the smart factories to observe explicit processes
through the factory, increasing cognisance of what is happening at multiple levels [5,7,49].
For example, vibration sensors can warn when motors, bearings or other equipment must
be maintained [15,35,107]. These warnings become alerts for preventive maintenance
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in the factories. WiMAX, Bluetooth and Wi-Fi are mobile platforms that offer low-cost,
high-speed, continuous connections in smart factories [35,42].
3.4. Drivers of IoT Implementation in the Manufacturing Industry
• Improving Operational Efficiency and Productivity: With IoT in manufacturing, com-
panies can use a combination of different sensors and devices such as RFID, barcoding
and wireless networking to achieve enhanced visibility of various activities within
the manufacturing facility [47,86]. This enables the manufacturing industry to achieve
high operational efficiency and productivity. Similarly, improved worker safety and
better workforce management are accomplished through more connected managers
who are always knowledgeable about the factory’s needs [54]. Paired with a wear-
able device, IoT technology can increase the safety of the workers by sharing urgent
information and monitoring risky activities that might lead to injuries or machine
malfunctions [61,91]. Further, IoT infrastructure is assembled upon interconnections
amongst sensor devices and network platforms. Periodic requests between IoT devices
continuously rise with IoT roles’ evolution from simple sensing and transmitting tools
to sensing, gathering, processing and service roles [24,96]. These requests will not
be sent on time if the IoT devices cannot receive highly delayed requests. Due to
the seemingly endless variety of IoT devices, organisations use multiple connectivity
solutions that enable them to work seamlessly [67].
• Asset Utilisation and Reduced Downtime: Unplanned downtime results in high
costs and is time-consuming [15,92]. Asset maintenance and alert driven systems
allow the companies to receive early notifications of potential machine problems that
would require repair or replacement [101]. This helps companies react in time to
prevent malfunctions, improve asset utilisation and reduce costly downtime caused
by equipment failures [36,99]. Similarly, the rapid expansion of manufacturing and
information technologies has led to a change in the environment of the manufacturing
industry, such as the diversity of customer demands and increasing competition in
the global market [56]. Thus, companies are adopting IoT into their manufacturing
systems to gain a strategic advantage [1,18,86].
• Business Process Development and New Business Opportunities: IoT brings many
possibilities to modern manufacturing industries in gaining efficient system perfor-
mances in globalised and distributed environments [88,108]. Companies are success-
fully adopting wireless sensor and actuator networks (WSANs) due to their ability to
deliver flexible monitoring and control of industrial processes [24,48]. Consequently,
helping to achieve more complicated tasks and carry out self-configuration and self-
organisation mechanisms improves business processes [109]. Similarly, organisations
are now investing more in adopting IoT technologies and enhancing efficiency by
reducing costs [108]. Ease of access to different data resources online enables firms to
reduce their costs and expenses [1]. Moreover, predictive maintenance helps businesses
reduce failure costs and expenses, thus reducing overall operational costs [42,81].
3.5. Challenges in Manufacturing Industry 4.0
• Lack of Talent and Strategy: With the physical world being digitised at an alarming
pace, an explosion of smart devices has been seen in recent years; these devices are in
continuous communication with one another, creating vast amounts of data [72,73,110].
Smart software and hardware are essential for a smart factory to perform operational
tasks in a very complex manufacturing environment continuously. Nonetheless, some
latent technical and nontechnical issues such as talent shortage, lack of software and
hardware training, crisis management and risk management need to be addressed [88].
• Intelligent Decision Making and Negotiation Mechanism: Smart machines are vital
parts of a smart factory [54,57]. With advanced IoT technologies, smart machines
should have the ability to be autonomous [39]. This implies that the smart machines
should have the capability to decide by themselves instead of depending on the in-
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structions provided by humans and confer with each other and smart products [14,73].
This shows that the autonomous abilities of the machines are vital for self-organised
manufacturing systems [62]. The majority of the researchers agree that additional
exploration is still needed in this domain to achieve an autonomous manufacturing
system rather than a hierarchical system [26,63,80,87].
• System Modelling and Analysis: For a mechanical system, self-awareness of the
machine is its ability to assess its condition and react to the assessment output [41].
The real-time machine condition can be shown to the machine controller and man-
ager for adaptive control and in-time maintenance, respectively [8]. However, in
manufacturing systems, where a fleet of machines is involved, self-awareness and self-
organisation are still far from being realised [3,36]. The smart factory system adopts
the self-organisation theory, and the self-organised process may direct unanticipated
situations leading to chaos. Therefore, more adaptive and flexible approaches are
needed to adopt these systems fully [62].
• Big Data Management: Big data and data analytics illustrate data sets and analytical
tools in the extant empirical research. These massive and complex tools need advanced
data storage, management, analysis and visualisation technologies [81,111]. Cloud
computing helps successfully utilise big data and provides a scalable computing abil-
ity to the manufacturing systems [22,33,85]. However, the core challenge in handling
a massive volume of data in this digital age is marked by the unstable external envi-
ronment [73,81]. A multifaceted environment characterises manufacturing industries;
a fault in one of the machines, for a few seconds, might lead to substantial system
disruptions and operative costs [67,97]. Therefore, it is imperative to focus on the
practical implications of data that divulge the value and performance-related aspects
instead of gathering different data followed by the struggle to manage it [86,102].
Organisations should be prepared to deal with data challenges that involve privacy,
effective data mining, storage management and availability [112].
• Cybersecurity: Cybersecurity risks become pertinent when vast amounts of smart
resources are networked together to accumulate data on the cloud [23,72,110,113].
Threats that might affect personal devices and complex IT systems arise from these
cyber risks, making individuals and organisations susceptible to fiscal and operational
harms [14,114]. Likewise, a data breach in which data are extracted from the system
can be as harmful as insufficient data collection from the smart system [33]. Hence,
protection is needed for systems and communications, as many systems communicate
over massive distances, making them susceptible to security ruptures [99]. Smart grids
are one of the leading examples of the leading edge of IoT in industrial systems [34].
• Impact on Jobs: Continuous evolution of smart factories is changing the role of employ-
ees from what they do in traditional factories. Automation will take up the repeated,
mundane tasks or impact the labour shortage and the people in these factories [42].
Similarly, special skills and acquaintance will be obligatory [21,115]. For instance, IT
managers who have no expertise working in a smart manufacturing environment face
difficulties meeting targets, and an ageing workforce will impact many industries in
the future [24]. The empirical research also anticipated an immense skill gap created
with experienced and skilled workers [41,57]. Thus, it is critically important to capture
the knowledge accumulated from the senior employees, disseminate it and make it
accessible to the new workforce before retirement [36].
• Interoperability and Standardisation of IoT: A potential value of approximately 40% is
developed by IoT, as interoperability of IoT has a crucial task in different settings [68,116].
A technical challenge, in the form of developing the ability to communicate with each
other, is persistent where numerous devices of diverse kinds and technical profiles
(e.g., autonomous drones and vehicles), produced by a variety of multiple brands
(each with their standards), will function [22,25]. There are several IoT standards, but
there is a lack of internationally acceptable standardisation, resulting in complications
and confusion for the professionals when adopting IoT [117]. Inadequate access to
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real-time value data from IoT for individuals and organisations will be a technical
challenge [89]. For instance, information cannot be exchanged between two IoT
devices because of their languages [88].
• Significant Upfront Costs: Cost is an essential factor in determining the feasibility of
developing IoT solutions in a business. The manufacturing industry is exceedingly
cost-sensitive; the major contributing factor is the identified need for the machines to
create more usable data for manufacturing operational professionals [53,69]. There-
fore, manufacturers need to find creative solutions to capture operational data [5].
Manufacturers cannot replace machines with new ones in such a scenario, as this
would cost hundreds to thousands of dollars. The high costs of implementing IoT
technologies add to the burden for manufacturers, thus leading to slow adoption
of these technologies in some sectors [14,69]. The empirical research also reported
costs such as workforce training and development, systems integrations, security and
opportunity costs of the learning curve [118,119].
• Sustainability and Energy Consumption: IoT is the complex network of physical
devices embedded with sensors and actuators. These sensors enable everything to
connect and exchange data. These devices require power and energy to perform
sensing, processing, communication and monitoring tasks in IoT applications [36].
However, the communication between devices for data transmission tasks remains
the most energy-consuming [66]. Therefore, it is critical to keep energy costs under
control, such as by reducing the power consumption of the radios when creating a
connected product.
• Similarly, portable and autonomous devices will be battery-powered or energy har-
vesting [12,109]. Digital technologies are using low-power devices and are becoming
more energy-efficient; however, the number of connected devices is increasing con-
tinuously. Moreover, the proliferation of connected devices increases network traffic,
consequently increasing the energy costs of additional network equipment needed to
support this traffic upsurge [73,108].
• The Intention of Humans to Adopt IoT: Regardless of unpredictable situations, trust is
crucial in convincing people to embrace modern technology [99,120]. Trust helps users
recognise the technology’s social surroundings in uncertain situations, decreasing
vulnerability [103]. As confidence can deal with the uncertainty and risk of the vulner-
ability of IoT systems, it is considered crucial for user adoption [120]. This enables the
users to interact with interconnected IoT devices and systems securely, reliably and
spontaneously [77]. Studies have shown that trust enhances the behavioural intent of
individuals to embrace IoT products and services. In contrast, lack of trust may prove
to be an obstacle in spreading IoT among individuals [33,76,107,115].
4. Conclusions and Future Research Directions
This study analysed and summarised IoT’s applications, benefits and challenges in
manufacturing I4.0 by adopting the SLR approach. It has been revealed that software
development, employee performance, analytical skills and software development are estab-
lished due to monitoring and better communications. IoT is considered an enhancement of
the internet, but it lacks global coherence even though a well-documented design resides
within the internet. As a result, data security and privacy issues arise, resulting in implicit
assumptions related to sharing data among sectors, applications and things. In Industry 4.0,
automated manufacturing systems and remotely monitored control operations are helping
the manufacturing industry to gain operational efficiency by reducing task errors [15,42].
Therefore, customers can achieve enhanced satisfaction and experience through customer
care integration and demand with actual product performance and usage [11,81]. IoT
offers various methods by which more compelling customer experiences across digital
and physical worlds [18,74,75]. Recently, academia has found particular interest in IoT
implications; therefore, an expansion in the body of literature can be found in this domain.
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In this research, the applications and uses of IoT-based technologies, widely accepted
in the manufacturing industry, have been discussed. However, as an emerging technology,
it has yet to overcome both technical and nontechnical challenges in its full adoption by
various communities and businesses [3,33,41,76]. Improving operational efficiency and pro-
ductivity, asset utilisation and reduced downtime, business process development, and new
business opportunities are the drivers of IoT implementation in Industry 4.0. The technical
challenges include system modelling and analysis, big data management, cyber-security,
interoperability and standardisation of IoT and sustainability and energy consumption. In
contrast, nontechnical challenges include lack of talent and strategy, intelligent decision
making and negotiation mechanism, impact on jobs, significant upfront costs and impact of
human behavioural intentions on IoT adoption (Sections 3.4 and 3.5). The impact of IoT on
society cannot be discussed without focusing on the uses of these devices [33,41,66,121]; a
comprehensive study has been conducted on the uses and applications of these devices and
their challenges risks for businesses. Though IoT is one of the central pillars of Industry 4.0,
it poses several challenges, including technological challenges for its implementation,
effective and efficient utilisation and management [16,17,47,76,105]. The extant empirical
research indicates that IoT has been successfully implemented in operations and mainte-
nance, service management and production asset management [14,26,62]. These areas use
appropriate engineering techniques and intelligent manufacturing systems to integrate
production facilities [87] successfully. In a smart factory environment, the manufacturer
can satisfy customer requests by altering the manufacturing specifications and other ma-
chine settings at the last moment [18,45,80]. Therefore, the competency to readapt and
evolve along with the emergent requirements of the organisation is the main driver behind
adopting IoT in industries [1,50,64,72,122].
Current performance measurement systems have influenced peoples’ organisational
capabilities, behaviour and performance outcomes [4,76]. The rapid development of IoT
technology creates a visualisation of IoT in which the forthcoming generation will work with
highly interacting humans, societies and smart factories. This will give rise to a phenomenon
called opportunistic IoT [24,39], which addresses the link created between different societies
(by connecting devices) formed by the opportunistic interactive human nature and, hence,
concentrates on the human side of IoT [4,67]. Moreover, ethical issues related to the rights to
private life, secure data and information sharing also arise [33,34]. These matters need to be
considered for future research. In addition, due to several challenges the industry faces (as
identified in this research), all the promised benefits of I4.0 have not been realised; addressing
these challenges will be the key to success and competitiveness in the industry in the future.
With the arrival of Industry 5.0, future research needs to look into the depths of this new era
of digitalisation. Table 4 summarises the identified research gaps.
Table 4. Conclusions and future research directions.
Extant Empirical Research Themes
and Key Sources Current Research Gaps
Future Research
Questions/Directions
Intelligent decision making and
negotiation mechanism for the
application of IoT in manufacturing
Industry 4.0 [9,11,26,85,106]
Current studies have identified that the
autonomous abilities of smart machines are vital
for self-organised manufacturing systems in
smart factories. However, research on how to
achieve an autonomous manufacturing system
rather than a hierarchical system is unknown.
How can smart factories achieve
autonomous manufacturing systems
rather than hierarchical systems?
Big data management in the context
of manufacturing Industry 4.0 from
IoT application perspective
[13,48,90,123]
The extant empirical research has shown that
vast amounts of complex data are generated by
Industry 4.0, which requires advanced data
storage, management, analysis and visualisation
technologies. Although cloud computing helps
utilise big data, managing such data by focusing
on practical implications has been a
struggle for organisations.
How can organisations use data
mining techniques to manage big
data effectively?
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Table 4. Cont.
Extant Empirical Research Themes
and Key Sources Current Research Gaps
Future Research
Questions/Directions
Cybersecurity issues for the
application of IoT in manufacturing
Industry 4.0 [15,34,57,91,110,124]
Many devices are connected and exposed to
cybersecurity risks in Industry 4.0; data breaches
may lead to organisations becoming vulnerable
to financial and operational damages. Although
much research has been conducted in this
domain, approaches to prevent cyber risks in
smart grids are unknown.
How can smart grids be made secure
to prevent cyber risks?
Impact on jobs and knowledge
management due to application of
IoT in the manufacturing Industry 4.0
[16,36,41,118,125]
With machines taking up most of the tasks in a
smart factory, employees will take on more
complex roles in these factories. This will need
special skills and knowledge to fill these job
roles, creating a vast skill gap with retiring
experienced and skilled workers. Little is known
about what skill gaps will be created and how
knowledge can be captured from senior
employees or management.
How can skill gaps be filled for the
complex roles in smart factories?
Interoperability and standardisation
of IoT [68,89,124]
The existing literature shows the importance of
interoperability of devices connected in Industry
4.0 and highlights the lack of standardisation.
However, approaches to achieve the
standardisation of IoT devices is unknown.
What steps should be taken to enable
effective interoperability and
standardisation of IoT devices in
Industry 4.0?
IoT implementation costs in the
manufacturing Industry 4.0
[14,91,126]
Studies have shown that smart factories are
cost-sensitive and high costs of IoT deployment
lead to slow adoption of this technology in some
sectors. These studies have highlighted different
costs without providing creative solutions to
help capture data from machines to prevent
unplanned downtime.
What creative and cost-effective
solutions can organisations adopt to




The increased number of connected devices
around the globe are leading to energy
consumption and carbon emissions. Current
research lacks information on how smart factories,
where many autonomous machines are used, can
reduce power consumption and energy costs.
How can smart factories optimise the
use of power and energy by
autonomous machines?
The impact of human behavioural
intentions on the adoption of IoT
[17,33,76,107,128]
In IoT, the trust could be considered crucial for
user adoption as it can deal with uncertainty and
risk of vulnerability from interconnected devices.
However, studies on technical aspects of IoT in
the manufacturing industry are more
widespread than those on the behavioural and
attitudinal characteristics. There is a lack of
effective trust models to guide IoT designers and
service providers to understand and manage the
requirements of IoT users
in the current literature.
How can existing trust models guide
IoT designers and providers to
understand and manage the
requirements of IoT users?
Country comparison [10,127,129]
Most of the extant empirical research on the
application, drivers and barriers of IoT in
manufacturing Industry 4.0 is carried out in
developed and/or technologically advanced
countries. However, to what extent IoT is being
adopted and implemented in developing and
technologically least developed countries is
unknown, including applications,
drivers and barriers.
What is the impact of IoT in the
manufacturing industries of
developing and least technologically
advanced countries?
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